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Abstract—The studies of software development risk 

continues to grow. One is the software development risk 

taxonomy released by Software Engineering Institute (SEI). 

Unfortunately, no risk management research has been 

explicitly combined with software size estimation. Therefore, 

this study aims to apply risk management over 13 technical 

and eight environmental factors in the Use Case Points (UCP) 

method. The dataset consists of 345 risk factors by any sources, 

then mapped and justified by three experts. This mapping 

generates the risk frequency, which is finally modified by 

adding it to the origin weight by UCP. The results of the 

application of risk to environmental factors dominate as much 

as 76.81 percent compared to technical factors. There are 2 

objects that the most influencing risks, such skill and 

motivation for both the developer team and end-user. For 

further research, this study still challenges how risk 

management can be integrated to obtain better accuracy 

toward software effort estimation. 

Keywords—software risk, risk management, software 

estimation, software effort, use case points 

I. INTRODUCTION  

Research on risk management in software development 
projects was started by Barry W. Boehm in 1991 [1]. In risk 
management, the risk is assessed and monitored so that the 
project's scope, time, and cost are under control. According 
to Boehm, assessing risk requires 3 stages: identification, 
analysis, and prioritization. Meanwhile, 3 phases are needed 
for risk control: planning, resolution, and monitoring. This 
study resulted in a top-10 risk which was then continued by 
Carr et al. [2] as a researcher at Software Engineering 
Institute. At that time, SEI launched a software development 
risk taxonomy which was expected to be a guide in 
determining risk categories. 

According to a survey by the Project Management 
Institute (PMI), the potential failure of a software 
development project if the risk is not anticipated and 
controlled properly is 27% [3]. Given the importance of risk 
management in software development projects, the Project 
Management Body of Knowledge (PMBoK) guidance makes 
the risk management knowledge area an issue that deserves 
attention after project managers' scope, time, and cost 
management [4]. 

Potential risks always overshadow software development 
project activities. Therefore, a project manager must predict 
potential risks (known as a risk register) in his project 
planning document to control risk. The risk register is then 
used as the basis for project cost considerations. The 
calculation of the cost in the project planning document has 
been anticipated by several researchers, which is called 
software size and effort estimation. The magnitude of the 

potential risk should be directly proportional to the efforts of 
the software development team. However, this allegation has 
never been answered because no software measurement 
method has been integrated or combined with risk other than 
the Constructive Cost Model (COCOMO) method belonging 
to Boehm, the inventor of risk management [5], [6]. 

Some software measurement methods are commonly 
used by researchers and business people in software 
development, one of which is the Use Case Point (UCP) 
method discovered by Gustav Karner [7]. The UCP method 
comes from the story of the business process owner. 
However, project managers should be responsive to potential 
risks, even if only based on use case scenarios. From that 
narrative, it is then used to calculate the size of the software 
development team's effort. 

After reviewing many related research articles, 
combining risk factors with the software size calculation 
method to determine the amount of software development 
effort is the importance of this risk mapping. Therefore, this 
study aims to remap the risk factors used as a reference by 
researchers in categorizing risks, especially SEI's risk 
taxonomy. From mapping the risk to the complexity factor in 
the UCP method, the weight of the percentage of technical 
and environmental complexity factors can be adjusted. 

II. LITERATURE REVIEW 

A. Use Case Point (UCP) Method 

Function Points Analysis (FPA) is the method that 
inspired the birth of UCP [8]. The UCP method focuses on 
calculating actor weights and the complexity of the use case 
itself. Meanwhile, the formulation of technical and 
environmental complexity factors was developed from the 
main theory, namely the FPA method. The fact about UCP is 
the only method that is not recognized by international 
standards [9]. UCP is considered not qualified and illogical 
in its mathematical operations. 

Several UCP studies have proposed multiple-sided 
adjustments. Adjustments to actor weight [10], use case 
transaction weight [11], [12] to technical and environmental 
factors [13]. However, there is no single study linking risk 
with the UCP method. Technical and environmental factors 
in the UCP method can be seen in Tables I and II. 

TABLE I.  TECHNICAL FACTORS [7] 

ID Factors to Contribute to Technical Complexity Weight 

TF1 Distributed System 2.0 

TF2 Portability 2.0 

TF3 Throughput respond apps to user 1.0 
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ID Factors to Contribute to Technical Complexity Weight 

TF4 End-user efficiency 1.0 

TF5 Internal processing complexity 1.0 

TF6 Code reusability  1.0 

TF7 Able to modify 1.0 

TF8 Concurrency 1.0 

TF9 Security feature 1.0 

TF10 Access availability to the third party 1.0 

TF11 User training 1.0 

TF12 Installation ease 0.5 

TF13 Operational ease 0.5 

TABLE II.  ENVIRONMENTAL FACTORS [7] 

ID Factors to Contribute Efficiency Weight 

EF1 Requirement stability 2.0 

EF2 Familiar with method 1.5 

EF3 Object-oriented programming experience 1.0 

EF4 Team motivation 1.0 

EF5 Software development experience 0.5 

EF6 Analytical skill 0.5 

EF7 Part-timer dependency −1.0 

EF8 Difficulty of programming −1.0 

 

The weight for each technical and environmental factor 
(see Tables I and II) refers to the original method of UCP [7].  
Karner pays great attention to the weights of EF7 and EF8 by 
giving a minus value. If the given scale (0 to 5) is getting 
bigger, the risk faced by the development team is getting 
higher too. 

B. Software Development Risk Taxonomy 

The Software Engineering Institute (SEI) released the 
software development risk taxonomy (SDRT) in 1993 so that 
it could be used as a reference for risk identification [2]. 
Broadly speaking, SEI groups risks into 3 classes and 13 
elements. Details of risk classes and elements based on the 
SEI taxonomy can be seen in Fig. 1. 

 

Fig. 1. Software development risk taxonomy by SEI 

Fig. 1 shows SEI's software development risk taxonomy. 
However, several studies propose risk grouping based on 
academic and practical needs as risk develops. Some of them 
are as follows: 

• According to [14], risks can be grouped into 5 
phases in the software development lifecycle, 
namely planning, analysis, design, implementation 
and maintenance. 

• Survey research conducted [15] stated that risk is 
divided into 6 dimensions, namely organizational 
environment, user orientation, requirements, team, 
and planning and control. 

• Research [16] has a different opinion from others, 
namely that risk is categorized based on its class 
objects such as requirements, cost, scheduling, 
quality, and business. 

• In line with research [14], a survey conducted by 
[17] also proposed risk categories based on SDLC, 
namely analysis and planning, design, coding, 
testing, and maintenance 

III. RESEARCH METHOD 

This study uses a quantitative and qualitative approach. 
The main purpose of this study is to readjust technical and 
environmental factors' weight after combining risk 
taxonomy. If the risk has been appropriately mapped, then 
the new weight of each technical and environmental factor is 
obtained. Based on our research roadmap, future research 
needs to calculate software effort prediction based on the risk 
factor.  

A. Data Collection 

This study uses datasets taken from published research 
articles [14], [15], [16], [17] and PhD thesis [18]. Details of 
each identified risk item from various sources can be seen in 
Fig. 2 and Table III. 

Based on Fig. 2, risk data obtained from various 
references must go through a preprocessing stage, namely 
removing duplicate data or similar terms [19]. We have also 
ensured that PhD thesis dataset [18] did not refer to the other 
datasets. After removing duplicates and similarity terms 
contained in Table III, the total dataset processed was 345 
risk factors. 

TABLE III.  RISK DATASET 

Dataset Publication Type Risk Factor 

[14] Journal 50 records 

[15] Journal 27 records 

[16] Journal 90 records 

[17] Journal 64 records 

[18] PhD thesis 148 records 
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Fig. 2. Final risk dataset 

 Based on Table III, the dataset we have obtained 
represents software risk management with several 
approaches. The explanations are below: 

• Study [14] describes the top-50 risk factors, which are 
classified based on the software development life cycle, 
which has an output of a software risk dataset. In line 
with this study, research by [17] also claimed that there 
are 64 risk factors that are categorized into 5 software 
development stages, such as planning and analysis, 
design, coding, testing, and application maintenance.  

• Wallace et al. divide software risk items by 6 risk 
dimensions, namely organizational environment, user 
orientation, project complexity, requirements, planning 
and control, and team [15]. All risk dimensions defined 
27 risk factors. 

• A dataset by [16] had 90 risk factors categorized into 5 
risk classes: requirements, cost, quality, scheduling, and 
business orientation.  

• Risk factors summarized by [18] which is stated in PhD 
thesis as a whole dataset. A number of 148 software risk 
items were identified and analyzed by IT experts. 

B. Research Step-by-Step 

By using expert judgment, a total of 345 risk factors 
were mapped into 13 technical factors and 8 
environmental factors. Mapping risk is not easy using 
machine learning techniques (especially the 
classification approach).  

The expert qualification in question is experienced as 
a project manager of at least 7 years and well-educated 
on risk management and budgeting. There are 3 experts 
involved in this research. There are five steps to conduct 
this research as follows: 
Step 1: Determine keywords (tokenization) that have a 

very close meaning (synonims) to technical or 
environmental factors in the UCP method.  

Step 2: Count the number of frequency tokens that 
appear from the standardized dataset.  

Step 3: Justify and map based on risk keywords against 
each technical and environmental factor.  

Step 4: If there is a risk that is ambiguous or has the 
potential that claims two or more categories of 
similar factors, then experts need to be justified by 
an approach that is more technically or 
environmentally. 

Step 5: After the risk mapping is completed, the 
adjustment weight calculation is obtained by 
averaging the origin weight and risk frequency. 

 

IV. RESULT AND DISCUSSION 

The research results obtained are described in detail as 
follows. 

A. Mapping of Software Development Risk  

A total of 345 risk factors were done and mapped by MS 
Excel. In Chapter 3, the results of the execution of Step 1 to 
Step 4 can be seen in Table IV.  

TABLE IV.  RISK MAPPING TOWARDS TECHNICAL FACTORS 

Technical Factor Risk Selection 

Distributed System 5 

Portability 7 

Throughput respond apps to user 2 

End-user efficiency 6 

Internal processing complexity 13 

Code reusability  6 

Able to modify 11 

Concurrency 2 

Security feature 3 

Access availability to the third party 5 

User training 14 

Installation ease 2 

Operational ease 4 

Total Risk Factor 80 

 
Table IV shows that only 80 of 345 risk items were 

mapped into 13 technical factors. This result is quite 
surprising that the risk to technical factors in the UCP 
method represents only 23.19 percent. 

The mapping of risks to environmental factors is shown 
in Table V. There are 265 of 345 risk items that outperform 
non-technical factors.  

TABLE V.  RISK MAPPING TOWARDS ENVIRONMENTAL FACTORS 

Environmental Factor Risk Selection 

Requirement stability 27 

Familiar with method 6 

Object-oriented programming experience 9 
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Environmental Factor Risk Selection 

Team motivation 51 

Software development experience 90 

Analytical skill 69 

Part-timer dependency 4 

Difficulty of programming 9 

Total Risk Factor 265 

 

According to Table IV and V, there is an interesting fact 
that 76.81 percent of the risk becomes a burden that 
aggravating environmental factors. The top 3 environmental 
factors that represent the overall risk are software 
development experience, analytical skills, and team 
motivation. 

Therefore, the experts conclude that the highest risk 
arises from 2 objects: the developer team and the end-user. 
The mapping results are an initial contribution to research on 
the integration between risk and software size prediction, 
especially the UCP method. 

B. Applying Risk Factors in Technical or Environmental 

Weight 

To apply risk factors to the UCP method, the authors 
follow Step 5 in Chapter 3. The Risk Weight column in 
Table VI represents the decimal of the frequency of 
occurrence of the risk divided by 80 (as total risk on the 
technical factor). While the Adjusted Technical Weight 
( )  is obtained from the original weight of the UCP 
method plus the risk weight according to the -th technical 
factor. The main reason for adding risk weight ( ) is that 
the amount of risk should be directly proportional to the 
increase in the software development effort. We propose (1) 
to get the  score. 

                             (1) 

TABLE VI.  ADJUSTED WEIGHT  OF TECHNICAL FACTORS 

ID Weight Risk Weight Adjusted Technical Weight 

TF1 2.0 0.06 2.06 

TF2 2.0 0.09 2.09 

TF3 1.0 0.03 1.03 

TF4 1.0 0.08 1.08 

TF5 1.0 0.16 1.16 

TF6 1.0 0.08 1.08 

TF7 1.0 0.14 1.14 

TF8 1.0 0.03 1.03 

TF9 1.0 0.04 1.04 

TF10 1.0 0.06 1.06 

TF11 1.0 0.18 1.18 

TF12 0.5 0.03 0.53 

TF13 0.5 0.05 0.55 

 

Likewise, to calculate the weight of the adjustment of 
environmental factors that have taken into account the risk. 
Adjusted Environmental Weight ( ) is obtained from the 
addition of its origin weight by Karner and risk weight. The 
Risk Weight column in Table VII represents the decimal of 
the frequency of occurrence of the risk divided by 265 (as 
total risk on the environmental factor). After operating (2), 
the  is obtained. 

                          (2) 

TABLE VII.  ENVIRONMENTAL FACTORS 

ID Weight Risk Weight Adjusted Environmental Weight 

EF1 2.0 0.10 2.10 

EF2 1.5 0.02 1.52 

EF3 1.0 0.03 1.03 

EF4 1.0 0.19 1.19 

EF5 0.5 0.34 0.84 

EF6 0.5 0.26 0.76 

EF7 −1.0 0.02 −0.98 

EF8 −1.0 0.03 −0.97 

 

The implication of this research can use to readjust 
technical and environmental complexity factors in UCP 
method to estimate software development effort. 

V. CONCLUSION 

From the description above, we can conclude several 
points as follows:  

• A dataset consisting of 345 risk factors is obtained from 5 
sources. 

• From the results of risk mapping on technical and 
environmental factors in the UCP method, about 23.19 
percent represents the technical one (80 risks). Then, the 
environmental factor is dominant to 76.81 percent (265 
risks). 

• After being mapped into environmental factors, the most 
significant risks are software development experience, 
analytical skills, and team motivation.  

This research is a continuation of recommendations from 
previous studies, namely risk grouping into software 
development activities [19]. Furthermore, the results of this 
study become the basis for integrating risk into the UCP 
method in order to obtain a more comprehensive software 
effort prediction. 
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